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Today’s security drivers
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Three key security technology trends

* Risk Based Access

» Security Information Sharing

 Cognitive Security
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I
Landscape of Identity & Access Management market is evolving

By 2020, % X - With the growing adoption of
o
of enterprises will use traditional
attribute-based access control : Wt—?‘b Access Management
as the dominant mechanism to is being replaced by a broader
protect critical assets ... “access management.”®
...and
A clear need exists in the market
8 O O/ 0 fora 2

that is able to provide or integrate
with MDM, authentication,
federation, and fraud detection
solutions.?

of user access will be shaped
by new mobile and non-PC
architectures that service all
identity types regardless of
origin.t

1 Gartner, Predicts 2014: Identity and Access Management, November 26, 2013
2 Gartner, MarketScope for Web Access Management, November 15, 2013
3 Forrester, Predictions 2014: I|dentity and Access Management, January 7, 2014
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Can we leverage this trend for
better security?



Multi-Factor Authentication and Risk Based Access

Authentication options* (P O 0/
* Stronger authentication may be effective in mitigating @bﬁﬁ; a2 @‘
userid/password credential compromise; advanced malware/RAT — =

can circumvent many in-band multi-factor mechanisms Password SMS Phone Biometric

Utilizing a variety of factors/policies (e.g. device detection,
% location, etc.) client identity is authenticated outside of LoB
& envir(inment
Device  Behavior  Location IP Reputation l

Device Registry,
User History

Authorization Service (

B Risk Engine -
7 / Assess Risk Score ~ =

@ | a Authorization Policy:
u Authentication Service J If AUTHLEVEL = password and

Multiple factors are used from the login
context to assess the risk and determine if \ /

stronger authentication is required.

RISK_SCORE > 40 then permit wth OTP

Web Access Gateway

If AUTHLEVEL = password and
RISK_SCORE < 40 then permit

If AUTHLEVEL = OTP and
RISK_SCORE >80 then deny

If AUTHLEVEL = password and
XACT_AMT > $10000 then permit with OT/P

<

Cloud \ L
Partners il

The user has an opportunity to use a variety
of devices to access LoB apps including
mobile & regular browsers.

%ﬁijf

User Registry

Application
Servers
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Security Information Sharing
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IBM X-Force monitors and analyzes the changing threat landscape

IBM Security

Coverage
20,000+ devices

under contract

35B+ events
managed per day

133 monitored
countries (MSS)

3,000+ security
related patents

270M+ endpoints
reporting malware

Depth

25B+ analyzed
web pages and images

12M+ spam and
phishing attacks daily

89K+ documented
vulnerabilities

860K+ malicious
IP addresses

Millions of unique
malware samples




IBM X-Force® Research and Development

Expert analysis and data sharing on the global threat landscape

P

Reputation

Zero-day URL / Web

Control

Research | Filtering e
SR . | Application
Analysis JEis \ o pp
Vulnerability| ® A

Protection

The IBM X-Force Mission
Monitor and evaluate the rapidly changing threat landscape
Research new attack techniques and develop protection for tomorrow’s security challenges
Educate our customers and the general public
Integrate and distribute Threat Protection and Intelligence to make IBM solutions smarter
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IBM X-Force Exchange

A new platform to
consume, share, and act
on threat intelligence

IBM X-Force Exchange is:

a robust and secure
platform built by one of
the most trusted global
brands

IBM X-Force
Exchange

a collaborative platform
for sharing threat
intelligence

Secure collaboration platform and API

Security Security Security an integrated solution to

Analysts and Operations Centers Products and help quickly stop threats
Researchers Technologies

Backed by the reputation
vl ﬂ Q @ and scale of one of the most
“ recognized security research

teams in the world
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Collaboration

Crowd-sourced information sharing based on 700+TB of threat intelligence

Search

AlertCon™ Threat Level | 1

Activity Collections

Current Threat Activity m

Vulnerability research
Vulnerability research
).233.187 186.3.44.230 190.253.187.144 197.27.87.111 41.143.58.200 186.56.134.65

Ii W fil
a Ecuador Colombia Tunisia Morocco Argentina — -

Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs Spam, Dynamic IPs

Vuinarability research

Comparing Free Oniing Malware Anatysis
Sandboxes

Business Conlinuity. The Unsung Hero of
Secunty ntelligence

presentation
presentation

Bill Gates Bomet

Malicious IP addresses in the last hour

Command and Control Malware Scanning
1,606 1 a7 55

https://exchange.xforce.ibmcloud.com
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Cognitive Security



—
The next era of security

=
D Security
Intelligence
'@ o
ch -
= =
Moats, Intelligence, Cloud, Collaboration,
Castles Integration Cognitive
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A tremendous amount of security knowledge is created for human
consumption, but most of it is untapped

 Security events and alerts » User and network activity
* Logs and configuration data  * Threat and vulnerability feeds

Traditional
Security Data

Human Generated _ _
Knowledge A universe of security knowledge

O® 3 Dark to your defenses
® Q Clnl
= (L%l'fl

Typical organizations leverage only 8% of this content*

Examples include:

* Research documents * Webpages

* Industry publications *  Wikis

» Forensic information * Blogs

« Threat intelligence commentary * News sources
« Conference presentations *  Newsletters

* Analyst reports *  Tweets
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Cognitive systems bridge this gap and unlock a new partnership
between security analysts and their technology

Human Expertise

« Common sense - Abstraction é ! é

* Morals * Dilemmas

« Compassion » Generalization
SECURITY

ANALYSTS

Security Analytics Cognitive Security

« Data correlation * Unstructured analysis

« Pattern identification  Natural language

* Anomaly detection * Question and answer

* Prioritization * Machine learning

» Data visualization » Bias elimination

SECURITY COGNITIVE .
* Workflow ANALYTICS SECURITY * Tradeoff analytics
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I
Cognitive: Revolutionizing how security analysts work

Natural language processing with security that understands, reasons, and learns

— IBM QRadar Security Intelligence

Dashboard Offenses  Log Activity = Network Activity Assets Reports Risks Vulnerabilities Advisor Admin

iiters =Bt Incident 8324
_ e . X
3 g &8 Suspicious Action from Document
servables
. i 10 ‘QRadar has determined malware family or campaign may be related to the offense and 3 other hosts in your networks Send 10 Resment 2
M A URL 9 ‘appear 1o be affected. QRadar has also found these additional Indicators possibly related to the incident containing 14 Domains,
130 IP Addresses, 7 Geographies, 8 flle HASHes Q
v Victim m— phan -
2 @ oot 24 B [ e e i 1 Destinations (1) Notes Watson
2 @ P Adoress 1 A’,,j7’ )
& : User Name 15 xtyubamidwvuyar.yt e Attack Campaigns Documents Found Domains Implicated ~ Hosts Involved
= User Agent 4 “—7 —
scorpena.com/8651aBvb.exe e ’;0 1 |:=j 4 1 4 O
jonshi ‘ X — 2 -
Relationships / /" Locky
| dw20.exe 4 g \
| / \
| 6 Watson Insights Explore Insights
[ I G
y 1012182 yoarenaxis QRadar has determined malware family or campaign may be related to the offense
/ \ N / A and 3 other hosts in your networks appear to be affected. QRadar has also found
1 // P J these additional indicators possibly related to the incident containing 14 Domains,
;182201 204 P2 0ARBAY [ S 130 IP Addresses, 7 Geographies, 8 file HASHes
///,' &
pvwinirmwvccuo.eu
Supporting Details
Name Created Data Sources Reporting

Watson determines the specific campaign (Locky), 0 ')
discovers more infected endpoints, and sends results
to the incident response team
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