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Conceituacao

Telemetria é um processo de comunicacao automatizado pelo qual medicoes e
outros dados sao coletados em pontos remotos ou inacessiveis e transmitidos para
equipamentos de monitoramento.

A palavra é derivada de raizes gregas:. Tele = remoto e metron = medida.

Conceito € utilizado nas mais diversas industrias: oléo/gas, energia, medicina,
automobilismo, aeroespacial, agricultura, defesa, varejo, entre muitas outras.

Fonte: Wikipedia - https://en.wikipedia.org/wiki/Telemetry
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Como a Symantec utiliza Telemetria?

O Security Response e a Global Intelligence Network utilizam a telemetria enviada
por mais de 200 milhoes de dispositivos para rapidamente formular respostas para
novas ameacas, € como estas estao explorando novas e recém descobertas
vulnerabilidades.
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Fonte: Symantec Internet Security Threat Report XXI
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Importancia na rapida identificacao e mitigacao de
vulnerabilidades
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Fonte: Symantec Internet Security Threat Report XXI
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Disclaimer

Any information regarding pre-release Symantec offerings, future updates or
other planned modifications is subject to ongoing evaluation by Symantec and
therefore subject to change.

This information is provided without warranty of any kind, express or implied.

Customers who purchase Symantec offerings should make their purchase decision
based upon features that are currently available.
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Utilizando Telemetria para availacao de Risco e
exposicao a Vulnerabilidades
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2 Symantec Risk Insight x
(- @ https://uat.symgauge.ash2.symepe.com/dash.htmiZdash v @ || Q Search * [i=] 4+ A O ‘ =
= £2 Symantec Risk Insight Aanand Krishnan
ACME1 Dashboard Showing data for (May '15)
Enterprise Customer
Attacks
Malware Families Web-based Attacks Enterprise Hyglene: Infection Rate
< ® Upatre I = Others O 06 May 2015
‘;u u GhostMet 20%% = Mass injections a... ' [ | 0.06
'_14_,"‘ = Cryptolocker = Malicious Facebo... # 500%
" Others ® Malicious Cookie Apr 2015
JavasSWF/Suspii... Infection Rate per 0.01
Exploit kit 1000 end points
945% Industry Average
043 L
1 targeted attacks in the last 6 months [ ] 24.6k web-based attacks recorded last month. () 37 infections detected last month. [ ]
Defense
Blocking Effectiveness Mean Time To Remediation Remediation Efficiency
May 2015 May 2015 May 2015
9530 I o5.30% 1.63 | 163 /3% I 3w
¥ 391% A 13.99% v 14.12%
Apr 2015 Apr 2015 Apr 2015
I oo.15% [ ] 143 infections Remediated NN | 85%
In less than a day.
Industry Average Industry Average Industry Average
94.17% 481 41%
751 distinct attacks blocked last month. [ ] 30 infections remediated last month. [ ] 22 infections remediated in less than a day. [ ]

Informagdes preliminares e sujeita a mudangcas; Risk Insight € um produto em desenvolvimento
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Risk Insight - Informacées sobre grau de higiene

= ‘ Wia| Symantec" Risk Insight @ o

< Enterprise Threat Report: Hygiene ¥ Explore

Infection Rate (Hygiene) of Acme Compared to Industry during Aug 2016 — Jan 2017 =
Comparing the number of infections per 1000 endpoints. Lower values are beter.
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Top 10 Threats by Infection Count at Acme in Jan 2017

Total Infected Endpoints: 221 | Total Infections: 345
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Risk Insight - Vulnerabilidades

o ‘ o Symantec- Risk Insight G 5on
{ Enterprise Vulnerability Report: Vulnerability Score K Explore
Vulnerability Score of Acme Compared to Industry during Aug 2016 — Jan 2017 =

Comparing the number of vulnerabilities per 1000 endpoints. Lower values are better.,
Avgfmo. Avgfmo. AvegSmo.
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Top 10 Vulnerable Applications by Endpoints Affected at Acme in Jan 2017

Total Vulnerable Endpoints: 2,345 | Total Vulnerabilities: 892
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Risk Insight - Vulnerabilidades x CVSS Score

— ‘ il Symantec- Risk Insight [
£llA = Sl Scope Last & Months
< Vulnerability: Vulnerability Score R
Filters:  Application: Silverlight X ﬁ Reset filker = Add Filter
Timeline § Location [l Benchmark L

Top 5 (of 21) Vulnerable Applications by CVSS Score at Acme during Aug 2016 — Jan 2017

Height of the bar represents the number of vulnerable endpoints. Click on a row, column or cell for more information.
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Vulnerable Applications 5 £8 ¥
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2 AUG SEP ocT NOV DEC JAN =& .;Ec a8
Sitverlight5.1.3 7.6 790 12
Sitverlight 5.1.4 74 703 99
Sitverlight 5.0.1 6.9 328 61
Sitverlight 5.1.1 6.5 234 54
Sitverlight 5.0 6.1 65 10
Wulnerable Endpoints per month 21k 19 1.7k See all (21)
Vulnerable Endpoints Fal Vulnerabilities by CVE Identifier Wl | Vulnerable Applications h P
Endpoint (MGUID) Score  Duration CVEID Vulnerable Endpoints Application Name CVSS Contrib. Score
CVE-2015-8455 Silverlight 2.1
01907892EE07A3329... 76 s I iverligh
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Risk Insight - Vulnerabilidades x CVSS Score

= ‘ dia| Symantec Risk Insight
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< Vulnerability: Vulnerability Score

Filters: Application: Silverlight m

Timeline § Location [ Benchmark

Top 5 (of 21) Vulnerable Applications by CVSS Score at Acme during Aug 2016 — Jan 2017

Scope Last & Months
MyEnterprise ¥  Aug2016-Jan 2017 fif)

Add Filter

Reset filter

Height of the bar represents the number of vulnerable endpoints. Click on a row, column or cell for more infermation.
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Silverlight5.1.3 76 790 112
Silverlight 5.1.4 7.4 703
Silverlight 5.0.1 6.9
Sitverlight 5.1.1 6.5
Sitverlight 5.0 6.1 &5 10
Vulnerable Endpoints per month 2.5k 3.1k 23k 21k 1.5k 1.7k Seall (21)
Vulnerable Endpoints « Vulnerahilities by CVE Identifier O
Endpoint (MGUID) Score  Duration CVEID Vulnerable Endpoints
CVE-2015-8455
01907892EE07A3329.., 76 s I /0

Silverlight 5.0.1 X
Wulnerabilities Endpoints affected

6.9

CVS5 Centrib. Score

61

Days Seen

Sliverlight 5.0.1 ranks 4th overall out of 32 total
applications with vulnerabilities.
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Vulnerable Applications

Application Name CVSS Contrib. Score

Silverlight 2.1
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Risk Insight - Benchmark com Industrias
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< Vulnerability: Vulnerability Score

Last & Months
Aug 2016 - Jan 2017 ()
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My Enterprise ¥
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V| OR ‘ Filter by Keyword(s)

‘ Cancel  Add Filter

@ Timeline ¢ Location Benchmark

Industry Comparison of Acme’s Vulnerability Score during Aug 2016 -Jan 2017

Comparing the vulnerability score per 1000 endpeints. Lower values are better,
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60%ile

Glebal Rank of My Industry (Finan...: 2/10 9

‘You have more Vulnerabilities than 60% of enterprises.
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Risk Insight in action - Endpoints com maior risco

= ‘ Wia| Symantec’ Risk Insight @ s

< Endpoint Insights

See last 6 months trend...

‘ Filter by Category v ‘ OR ‘ Filter by Keywordi(s) ‘ Cancel = Add Filter

Top 100 Endpoints with High Risk Score at Acme during Aug 2016 — Jan 2017
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Obrigado!

André Carraretto, CISSP
andre_carraretto@symantec.com



