
Modelo de Gestão de Segurança da 

Informação 
 
André Carraretto, CISSP 

Security Strategist 

Cyber Security Advisor for Rio2016  



2016 Cost of Data Breach Study: Brazil 

The average total organizational cost of data breach over four years 
Measured in the Brazilian Real (R$) (millions) 



2016 Cost of Data Breach Study: Brazil 

Per capita cost by industry classification of benchmarked companies 
Measured in the Brazilian Real (R$) 



2016 Cost of Data Breach Study: Brazil 

Distribution of the benchmark sample by root cause of the data breach 



Year-over-year Cybersecurity Spending Change, 2015-2016 



Risk Management and Compliance Maturity 
From a reactive to a sustainable, business-driven approach 

6 

COMPLY WITH  
KEY MANDATES;  
BASE SECURITY 
CONTROLS 

STAY AHEAD 
OF THREATS 

RISK  
ASSESSMENT 
DRIVING 
PRIORITIES 

SUSTAINABLE 
RISK 
MANAGEMENT 
PROGRAM 

BUSINESS 
PRIORITIES 
DRIVING 
SECURITY 
STRATEGY 



Secure  
Information Access 

Compliance and Security Best Practices Five Key Principles   
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Infrastructure  
Protection & Security 

Governance  
(security, privacy, compliance ) 

Infrastructure  
Management 

Information  
Protection 

• Information Governance 
• Management Dashboard 
• Risk Mgmt. & Compliance 
• Audit & Reporting 

• ID Mgmt. & Protection 
• Authentication 
• Access Management 
• Usage & Activity 

• Cloud 
• Endpoint & Mobile 
• Email & Messaging 
• Storage 

• Inventory 
• Deployment & Patching 
• Asset Management 
• Contracts & Licenses 

• Security Management 
• Infrastructure Protection 
• Threat Intelligence 
• Security Analytics 

Key Capabilities 



A Mature Compliance and Security Model 
Business Strategy and Governance driving Security Operations 
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• Roles & Responsibilities 
• Risk Framework 
• Reporting 

• Policies & Procedures 
• Risk Mgmt. Process 
• Establish Controls 

• On-going Risk Analysis 
• Impact Assessment 
• Remediation & Mitigation 
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• Roles & Responsibilities 
• Accountability 
• Digital Trust 

• Identity Management 
• Authentication 
• Activity Review 
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• Org. Mapping 
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• Document Lifecycle 
• Data Criticality 
• Communications Plan 

• Training & Education 
• Utilization Mgmt. 
• Data Classification 

• Encryption 
• Mobile Security 
• Email Security 
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• Inventory & Classification 
• Digital Media Mgmt. 
• Contract & BA Mgmt. 

• Build, Deploy & Maintain 
• Patch Management 
• Log & Event Mgmt. 

• Lifecycle & Change 
Management 

• Maintenance Policies 
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Strategic        Tactical  

• Malware Protection 
• Audit Support 
• Incident Response 

• Threat Intelligence 
• Contingency Planning 
• Executive Reporting 

• Security Management 
• Incident Response 
• Anomaly Detection 
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• Roles & Responsibilities 
• Risk Framework 
• Reporting 

• Build, Deploy & Maintain 
• Patch Management 
• Log & Event Mgmt. 

A Mature Compliance and Security Model 
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• Policies & Procedures 
• Risk Mgmt. Process 
• Establish Controls 

 
 

• On-going Risk Analysis 
• Impact Assessment 
• Remediation & Mitigation 

 

• Access Management 
Principles & Policy 

• Org. Mapping 
 

• Roles & Responsibilities 
• Accountability 
• Digital Trust 

 

• Identity Management 
• Authentication 
• Activity Review 

• Document Lifecycle 
• Data Criticality 
• Communications Plan 

 
 
 

• Training & Education 
• Utilization Mgmt. 
• Data Classification 

• Encryption 
• Mobile Security 
• Email Security 

• Lifecycle & Change 
Management 

• Maintenance Policies 

• Inventory & Classification 
• Digital Media Mgmt. 
• Contract & BA Mgmt. 

 
 

• Threat Intelligence 
• Contingency Planning 
• Executive Reporting 

 

• Security Management 
• Incident Response 
• Anomaly Detection 

 

• Malware Protection 
• Audit Support 
• Incident Response 

In
fo

rm
at

io
n 

Pr
ot

ec
ti

on
 

In
fr

as
tr

uc
tu

re
 

M
an

ag
em

en
t 

In
fr

as
tr

uc
tu

re
 

Pr
ot

ec
ti

on
 

Se
cu

re
 In

fo
 

A
cc

es
s 

G
ov

er
na

nc
e 

 
(s

ec
ur

ity
, p

riv
ac

y,
 

co
m

pl
ia

nc
e)

 

B
u

si
n

e
ss

 S
tr

at
eg

y 
an

d
 G

o
ve

rn
an

ce
 

O
n

-G
o

in
g 

C
o

m
p

lia
n

ce
  

an
d

 S
e

cu
ri

ty
 O

p
e

ra
ti

o
n

s 



Assets   

Aggregation  

 Sensors  

Presentation 

Workflow 

Processes  
(e.g. Patch 

Management) 

Asset & Compliance Management 

Policy/Control Mapping Questionnaires Risk Objectives 
Baselines / Vulnerability 

Assessment 
CMDB Integration 

Threat 
Awareness 

Risk  
Analysis 

Business 
Dashboard 

Audit &  
Risk Mgmt.  

Mandates & 
Compliance 

IT Governance & Compliance / Security Operations 
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3rd Party Data 

Cloud Endpoints 
& Mobiles 

Workforce Datacenter Operations 



Obrigado! 

 
André Carraretto, CISSP 

andre_carraretto@symantec.com 


