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2016 Cost of Data Breach Study: Brazil
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The average total organizational cost of data breach over four years
Measured in the Brazilian Real (RS) (millions)
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2016 Cost of Data Breach Study: Brazil
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Per capita cost by industry classification of benchmarked companies
Measured in the Brazilian Real (RS)
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2016 Cost of Data Breach Study: Brazil

B B alicious or criminal attack
B System glitch
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Distribution of the benchmark sample by root cause of the data breach
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Year-over-year Cybersecurity Spending Change, 2015-2016

To the best of your knowledge, to what extent will your organization’s 2016 spending for
cybersecurity change relative to 2015? (Percent of respondents, N=299)

2016 security spending
will decrease, 8%

2016 security spending
will stay flat, 22%

2016 security spending
will increase, 70%

Source: Enterprise Strategy Group, 2016.
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Risk Management and Compliance Maturity
From a reactive to a sustainable, business-driven approach

COMPLY WITH RISK
KEY MANDATES; STAY AHEAD ASSESSMENT

BASE SECURITY OF THREATS DRIVING
CONTROLS PRIORITIES

Which of the following business initiatives do you believe will drive the most technology
spending in your organization over the next 12 months? (Percent of respondents, N=633, five
responses accepted)

Increasing cybersecurity — 43%

Reducing costs 38%
Improved data analytics for real-time business intelligence
and customer insight
Ensuring regulatory compliance
Providing our employees with the mobile devices and
applications they need to maximize productivity
Developing strategies to ensure we interact with our
customers on their mobile devices
Business growth via mergers, acquisitions, or organic
expansion
Improved internal collaboration capabilities
Increased use of social media technology for marketing,
customer outreach, brand awareness, market research, etc.
Research and development
Source: Enterprise Strategy Group, 2016 E



Compliance and Security Best Practices Five Key Principles

Key Capabilities

Information Governance
Management Dashboard
Risk Mgmt. & Compliance
Audit & Reporting

Governance
(security, privacy, compliance )

ID Mgmt. & Protection
Authentication

Access Management
Usage & Activity

Secure

Information Access

. * Cloud
Informatlon * Endpoint & Mobile
Protection * Email & Messaging

* Storage

* |nventory
Infrastructure » Deployment & Patching
Management * Asset Management

* Contracts & Licenses

* Security Management

é Infra stryctu re . * Infrastructure Protection

Protection & Security * Threat Intelligence

* Security Analytics
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A Mature Compliance and Security Model
Business Strategy and Governance driving Security Operations
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A Mature Compliance and Security Model
Business Strategy and Governance driving Security Operations
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A Mature Compliance and Security Model
Business Strategy and Governance driving Security Operations
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A Mature Compliance and Security Model
Business Strategy and Governance driving Security Operations
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Information
Protection

* Lifecycle & Change / * Inventory & Classification ¥« Build, Deploy & Maintain
Management g * Digital Media Mgmt. * Patch Management
* Maintenance Policies ™ « Contract & BA Mgmt. .| * log & Event Mgmt.
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A Mature Compliance and Security Model
Business Strategy and Governance driving Security Operations
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Infrastructure
Management

f

* Threat Intelligence e Security Management  * Malware Protection
* Contingency Planning  * Incident Response * Audit Support
* Executive Reporting * Anomaly Detection * Incident Response
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A Mature Compliance and Security Model
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Executive Reporting

Infrastructure
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* Policies & Procedures l
* Risk Mgmt. Process
 Establish Controls |
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* Digital Trust
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* Training & Education
* Utilization Mgmt. .
* Data Classification Ll
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* Inventory & Classification ~

.. * Digital Media Mgmt.
¢ Contract & BA Mgmt.

* Security Management
* Incident Response
* Anomaly Detection

On-going Risk Analysis
Impact Assessment
Remediation & Mitigation

B
Identity Management
Authentication
Activity Review

£/
Encryption

Mobile Security

Email Security

C
Build, Deploy & Maintain
Patch Management
Log & Event Mgmt.

|
Malware Protection
Audit Support

Incident Response

On-Going Compliance
and Security Operations
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IT Governance & Compliance / Security Operations

. Mandates & Threat Risk Audit & Business
Presentation Compliance I Awareness I Analysis I Risk Mgmt. I Dashboard I

Workflow

. | g . Processes
Aggregation : : (e.g. Patch

/ . I . Management)

*
Asset & Compliance Management
Policy/Control Mappin Questionnaires Risk Objectives Hzzalinee el CMDB Integration
E — ) Assessment &

3rd party Data/ / I \ Ynsors
e
O W kel _Elm | |

Workforce Cloud Operations Endpoints Datacenter
& Mobiles
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