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Introduction 



Proprietary of Rafael – Advanced Defense Systems Ltd 

UNCLASSIFIED 

Proprietary of Rafael – Advanced Defense Systems Ltd 

Who am I? 

 PERSONAL 

Live in Israel, 
BS.C and MS.C in  Information management systems & 
Industrial Engineering 
Love sports 

 MILITARY 

Colonel  (Ret.) served in the Intelligence Corps for 
more than 20 years.  
Managed all intelligence acquisitions mission at USA 
MOD- in New York for IDF 

 PROFESSIONAL 

Nowadays performs a role as a Senior Director 
and Project Manager for National CSIRT 

Managed several projects in the cyber arena 
delivering cyber intelligence solutions 
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+60% of 
Engineers & 
Academics 

+ 7,000 
employees in 

Israel  

$2 Billions+  
Defense 

Company 

4 Domains  
Cyber , Air, 
Land &  Sea 

 

Land Naval Air & Space Cyber 

Rafael at a Glance 
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The Prime Contractor for Israel’s National CSIRT 
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A Glimpse  to Cyber History 
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Short history of Cyber Security 
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Short history of Cyber Security 
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Nations against Nations 
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Situation 

Malware continues to change at a rapid pace, as evidenced by new types 

of high-tech, military-grade malicious code grabbing headlines such 

as Stuxnet, Duqu and Flame. 

http://www.csoonline.com/article/715198/mysterious-wiper-malware-possibly-connected-to-stuxnet-and-duqu-researchers-say
http://www.csoonline.com/article/715198/mysterious-wiper-malware-possibly-connected-to-stuxnet-and-duqu-researchers-say
http://www.csoonline.com/article/715198/mysterious-wiper-malware-possibly-connected-to-stuxnet-and-duqu-researchers-say
http://www.csoonline.com/article/716430/flame-analysis-reveals-more-cyberespionage-malware
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Cyber Domain as a Battlefield 

  The cyber domain is becoming to be a 

battlefield; therefore you need a military 

standard solution even for the private sector 

and especially in the financial arena. 
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Cyber Domain as a Battlefield 

  The best way to achieve this goal is to merge 

between the know how & Intelligence gathered 

from the defense with a company that has a lot of 

experience in financial domain. 
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The challenges 
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The motivation progress 
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Attack Damages 

Financial 

Reputation 

Physical 

Privacy 

And more 
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Cybernetic meets the Physical 
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The physical world 

Critical 
infrastructure 

Electricity, 
water, gas. 

Public Order  

Traffic lights, 
communication 

Our life 

Car, insulin pump, 
elevator, 

microwave  



Proprietary of Rafael – Advanced Defense Systems Ltd 

UNCLASSIFIED 

Proprietary of Rafael – Advanced Defense Systems Ltd 

The cybernetic meets the physical 

 

Wearable 
Technology 

Medical Devices 
Home 

Appliances 

Embedded 
World  

Industrial 
Control 

ICS, SCADA, PLC 
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What might be the damages??? 

A software bug caused a two-day power outage for about 55 million people back  
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So , What is a the meaning of Cyber Defense ? 

•  Know your Enemy 

•  Adopt Intelligence as part of the holistic solution 

•  Need to be one step a head 

•  Be Proactive and learn from Reactive 

•  Do not use only existing security tools 

•  Orchestrated  architecture  
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Attack Scenario - “New” Tampered Equipment 
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• The system  might be very well protected BUT…. 

• The air conditioning/cooling system  

• Elevators 

• Water supply 

• And more 

 
 

ITin the  protectedIf you think that you are  
 
 Start to Think Differently 
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Cyber & Intelligence 
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 Traditional Intelligence disciplines  

….but , what about Cyber ?                                          

Pre -processing 

 

HUMMINT 

VISINT 

SIGINT 

DBs 

OSINT 

Interface 
Conversation Adapters 

AUTOMATIC  
PRE-PROCESSING 

KNOWLEDGE REPOSITORY 

MANUAL PROCESSING 

RESEARCH  

ANALYSIS 

EVALUATION 

INTELLIGENCE  
PRODUCTS 

Collection 
Tasking 

Operational 
Units 

Decision Makers 

PLANNING 

DISSIMINATE 

C
O

L
L

E
C

T
 

PROCESS 

A
N

A
L
Y

Z
E

 

INTELLIGENCE 
FLOW 

SIGINT 

OSINT 

VISINT 

HUMINT 

CYBER 

Sensors 
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Cyber Threat Intelligence  

THREAT FEEDS 

INTERNAL 
SOURCES 

SECURITY 
ANALYTICS 

THREAT INVESTIGATION 
PLATFORM 

SIEM 

O
P

ER
A

TIO
N

A
L

 

Information  
Processing 
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BIG DATA 

Data Enrichments 

Integrates data from External 

and Internal Sources 

Create analytics tools for 

Analytics Researchers 

Provide Intelligence insights from 

commercial feeds  

Think Cyber 

Analytics Cyber Lingo 

Synthetic Feeds 
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Intelligence Threat Platform  - Using Common Ling 

 

• Using  STIX firmat as a common language to describe Cyber 

Events (A very rich lingo) 

• Combination of the operational experience and best 

analytics tools 

• The best platform and lingo to share Cyber info with 

partners and customers  
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Cyber Defense Landscape in the 

Financial Sector 
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Cyber Defense Landscape in the 

Financial Sector 
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Banks in Brazil  

•  60% of the country’s 200 million citizens are connected to 

the Internet. 

• At least 45% of all banking transactions in Brazil are digital 

• Brazil, with 130 machines per 100,000 adults, has a 

greater density of ATMs  

• UK (127), France (109), or Germany (116) 

• Banks and financial institutions considered part of the 

national critical infrastructure 
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Situation in Brazil 
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Business Orientation Changes 

ATM Malwares 
Migration to 

cloud services 
E-banking  

vs. Banking  

Weak cybercrime laws and regulations 
 

Financial losses from cybercrime 
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• More Cyber Threats on Banks  
 

Bitcoin Network – 
A slow transactions due to a spam attack 
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Cloud Services - security threats 

• Cloud providers typically deploy security controls to 

protect their environments 

• organizations are responsible for protecting their 

own data in the cloud.  

•  organizations must use multifactor authentication 

and encryption to protect against data breaches 

29-Jun-16 Proprietary of Rafael – 
Advanced Defense Systems 

Ltd 

39 

http://www.infoworld.com/article/3026395/security/how-to-secure-amazon-web-services-like-a-boss.html
http://www.infoworld.com/article/3026395/security/how-to-secure-amazon-web-services-like-a-boss.html
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Cloud Services - security threats 

Compromised credentials and broken authentication 

• The Anthem breach, which exposed more than 80 

million customer records, was the result of stolen user 

credentials 
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Cloud Services - security threats 
 

•  Hacked interfaces and APIs 

•  Exploited system vulnerabilities 

•  Account hijacking 

•  Malicious insiders 

•  The APT parasite 

•  Inadequate diligence 

•  DDoS attacks 

•  Shared technology, shared dangers 
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CSIRT Solution – 

Architecture and Key points 
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CSIRT Architecture  
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Defense by Design 

• CSIRT is a very attractive target 

• Design Methodology 

• Multi  layer 

• Overlapping 

• Extra attention to the Cyber lab and  internet 

• Threat Intelligence Platform 

•  Integrate different existing security’s platforms 

• Cybernetic vs. Physical  
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How to defend your organization 

Technology Methodology 

Team Intelligence 

Cyber 
Defense 
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How to defend your organization 

 
Technology 

 Methodology 

People 

 
• Staff & Training 

Awareness 
• Professional Skills & 

Qualification 
• Competent Resources 

• Use Red team,  Pen 
Tests 
 

• Operational tools & 
methodologies 

• Management 
Systems 

• Set and monitor 
quality standards 
and controls 

• Break the Routine 

• Orchestrated Tools 
and Inter. 

• Cannot deploy technology 
without high level resource 
and good Methodology 
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Vectors of Solution 

Ex
te

rn
al

 

•Risk Based Authentication 

& Authorization 

•DDOS 

•Mobile Security  

•Secure Code (and SSDLC) for 

mobile Apps 

•Bid data analysis for 

abnormal behavior  

In
te

rn
al

 

•Cloud Security (Privet & Public)  

•SIEM/ SOC  

•Sensors 

•Big data analytics 

•NFAT 

•Forensics Tools & methodologies 

•Advanced EPS 

•Cyber Intelligence  

•Compliance 

•Training & Education  

Pa
rt

n
er

s 

• Supply Chain survey 

• Cyber Security 

Instruction and 

Requirements  

• API Gateway 

Regulation and Compliance 
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Our Philosophy 
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There are many established commercial cyber products 

Yet … the cyber problem is an open issue 

There are many startups funded by venture capital  

Yet … the cyber problem is an open issue 

Our Philosophy  

 

There are many multi billion cyber security companies  

Yet … the cyber problem is an open issue 
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So, what’s the problem??? 

 

Yes, the cyber security problem is difficult 

 But that’s not the complete picture 

“It's the economy, stupid” 

  The effort by companies to reach a wide 
audience, results in an unsatisfactory products 
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The solution should be tailored to 

the customer needs, environment 

and ecosystem 
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Cyber Defense 
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Summary 

• The Cybernetic already met the Physical 

•  Surprise is mandatory 

• We must be ready and keep Business Continuity 

•  Tailored solution to the customer needs, environment & 

ecosystem 

•  Change from : 

• Product to Solution 

• Cyber Security to Cyber Defense 

•   
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Questions????? 
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 Thank You! 


