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» Regulatory — What is Required?
» Customer — Risk Assurance and Accountability
» Cloud Vendor — Transparency and Oversight
» Third-Parties — Law Enforcement Access




Building a Trusted Cloud

At Microsoft, we never take your
trust for granted

» We are serious about our
commitment to protect customers in
a cloud first world.

* We live by standards and practices "Businesses and users are
designed to earn your confidence. :
going to embrace technology

only if they can trust it
— Satya Nadella
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» We collaborate with industry and
regulators to build trust in the
cloud ecosystem.



Requlatory Requirements
Understanding the Landscape



Perception:
Reqgulators won't allow us to
go into puplic cloud...



No Regulatory Prohibition in

Use of Cloud

There is no blanket regulatory
impediment to hosting systems
of record in the cloud

« Microsoft has a proven track
record in the financial services
sector and a sophisticated
control environment



Microsoft's Experience in Enabling Cloud Adoption
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Regulatory Engagement
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Customer Requirements
Risk Assurance and Accountability



Risk Factors

Untrusted environments

 Public cloud environments ————— QUCTY
e Track records « Control environment

L instead of identit
« Transition in and out arrangements A

of tenants
« Service and control stability Scale and sophistication
+  Assessment of the control environment of security investments
Juricdict | fractual Rigour of risk
e Jurisdictional, contractual or management practices

technical considerations



The importance of a
relative risk assessment

Compared with

Risk profile of the cloud service
you are considering

Risk profile of the status quo
(which may be on-premises)

Risk profile of the other
options (which may include
hosted private cloud,
community cloud)

B Microsoft




The Foundations of a Trusted Cloud

Security 6 Privacy Compliance E‘] Transparency

Service Provider Confidentiality and
Reputation and Limits on Data Use Certified Security Audit & Inspection
Competence Standards

Resilience and Conditions on Review, Monitoring & Data Location &
Business Continuity Subcontracting Control Transparency

Data Conditions on Commercial

| . L . Documents
Segregation/Isolation Termination Commitments




Cloud Vendors

Transparency and Oversight



What Financial Services Regulators Want

il
Visibility on the full value chain Customer accountability and
(with Regulator ability to inspect) | control over that value chain
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' Regulator Right to Examine

. Greater customer oversight of services via
Compliance Program
« Access to control framework and services
operations data
« Access to security incident reviews and threat
evaluations
« Access to Microsoft security experts and
external auditors
* Access to penetration testing reports
» Notification of changes that materially impact "
Microsoft's ability to provide the services

" ma
Customer ability to provide suggestions to influence
- additional controls
=

Microsoft Standard Financial Services Offering



Fnabling Audit at Scale

* For fee 1:1 access to Microsoft experts, information, and evidence

Ability to add controls to Audit

Ability to influence direction (SIFMA vs ENISA vs Other)
Cross group learings

Ability to request new updates (encryption)

» SME engagement
* Pentest report
* Audit webcasts

* Early release documentation (Pandemics protection, DDOS)
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Compliance
Program




Third Party Law Enforcement

Balancing Security and Privacy



“In short, when
governments seek
information from Microsoft
relating to customers, we
strive to be principled,

imited in what we disclose,
and committed to
transparency.”

Brad Smith

General Counsel & Executive Vice President
Microsoft Corporation

Customer data
==
Microsoft data

Data access governed
by law where it rests

Government demand
Y-
Customer

Fvolving the law




Microsoft Process for Responding to Government
Demands for Customer Data

Determine AUEMRI Notity
redirect

validity of demand 16 customer

demand cLstomer of demand

Ensuring Due Process
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